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| ntroducti on

The inspiration for this thesis project came frc
where | observed that payment apps were widely U
to the need for a | ocal bank acalbluengdé orl ome @aimg ¢
create a payment app that is open and permi ssi on

The primary goal of this project is to explore and develop a payment application leveraging
blockchain technology and progressive web app (PWA) technology. The project aims to
create an easy-to-use payment app that allows users to store, transfer, and receive
payments via a blockchain. In addition, this project will implement account abstraction to
create a smart contract account for users, enhancing the user experience when interacting
with the blockchain.

To achieve these goals, the project will use the Scrum methodology and will be broken down
into several phases, including research, requirements gathering, design, implementation,
and testing. Through these phases, the project will investigate various payment apps to
identify the essential features required to create a user-friendly payment app.

One of the critical considerations for this project is ensuring the stability of the assets used
for payment. To address this, the app will support the stablecoin USDC, which offers a
secure and stable asset transfer method. As Liam Horne reports, stablecoins have even
surpassed PayPal in total settlements in 2022, with over $11 trillion of volume settled on
blockchains. This figure is almost the size of the entire Visa network, which is worth $11.6
trillion. This fact has further motivated the development of this payment app, which supports
stablecoins such as USDC for seamless and secure transactions on the blockchain (Horne,
2024).

The desired outcome of this project is an app that provides a seamless payment experience
to users. The project will leverage blockchain technology to create an app that is secure,
permissionless, and accessible to all users. By developing a better understanding of
blockchain technology and exploring the potential of stablecoins on blockchains, this project
aims to contribute to the growing field of blockchain development and create a valuable tool
for users.

Resear ch

l nNntroducti on

This research wil/l review |literature on bl ockcha
abstraction to gain a better understanding of ho
gl obal cryptocurrency industry id4 wal wedi &t smacrua

by blockchain and ac(ce@osisredan kbhetoaudm, whd 2 Lk sami ne
research papers to understand how protdo0ol s such

peer technology, to come to consensus on the st a
way. I't also explores howobstsbokehand wswatlUeéscayep
in acwsetlddi al manner . It wi l |l l ook at the types
wall ets to smart c o rotfrfasc,t awnadl |heotws ,t htehye iarr et rsaedceu r
some common uscserpedplkeemenusers identified with w
these could potentially be fixed. It wil |l expl or
how smart contract wallets wild|l open up more adyv
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Bl ockchai n

Bl ockchain Technol ogy

I n a paper published by Sarmah, they describe a
and maintained by a network of computers, known
bl ockchain protocol software, responsirkelde tfoor v a
as blocks. Every Dblock contains a unique cryptog
The inclusion of this hash in each block ensures
any block would require chaaghngodeechebksesckhbeb
after processing each block, it only takes one h
unaut horizé®&acmahgeZBa8process of how nodes vali
bl ockchain in a decentralized way is called the
come to consensus by using different algorithms,
uses proo(fBuwtfersitm,keProof of Stake: The Making of
Bl ockchai.ns, 2022)

Bitcoin was the first cryptocurrency to use bl oc
is described by the creator Staggeoearhiv d&rakiaonot of ael:
cash, that would allow onlineepapméygt s$otanbéhsgsenr
going through a f(iNm&raamiodlo, il @9DtOiBteutBiidrc.od n whit ep:
outlines how the Bitcoin protocol wildl |l everage
prevent the double spend problem. The doubl e spe
digital currenci esi cihoaus woaurltdy atld osm egn@Ghatlthan ,s a me
201.7)In proof of work, computers on the blockcha
solve complex mathematical problems wusing their
as a reward from the blockchain. As t htley mi ner s
are incentivized t o (nBoutt etroi nat tParcoko ft hoef nSettawkoer:k T h
Et hereum and the Philosophy of Blockchains, 2022
Whil e Bitcoin was the first cryptocurrency, it i

Bitcoin cryptocurrency from one user to another.
upgraded version of Dblockchains sechdesa Bitaoin.
Turdicmgnpl et e programming | anguage that can be use
decentralised applications on (iBtust ebrlionc, k cehtahienr,e uurs
NexGeneration Smar't Contract and Dec.enltnr all99z4e,d A,
computer scientist Nick Szabo coined the term sn

as AA smart contract is a computerized transacti
cont ( Setadbo,, BMAI)t contracts can be thought of a
bl ockchain where if certain cond(iGhainnsl ianrke, nRelt2 3
Bl ockchain Wallets

How wall ets work

Wall ets are software applications that store pri
and prove ownership of cryptocurrency assets. Wh

NN
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Account Abstraction as a UX Soluti on
Anot her

mpr oveme

types
contr ol

nature wallet mentioned previously, which is
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solution for better wallet user experien
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f accounts. The default accountets an ext
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| e by a single private key. Th-e second i
rin, Eticeneumt i AnNe&xntar t Contract and I

ience of interacting with the Ethereun
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enhancements such as session keys, spen
Session keys allow for a userds wall et tc

< Cc T 0O SQ

rsON tWweb (TWkrgs& Ch.enSe QuWr2i3t)y f eatures suc

n

e
S

can be coded into the contract. Users can
sferred from the account in a day/ week/ mo
to the acteaht evehgy hc agnat ®nce, and t he
ze and reset access to the account . User s
es they trust, so i f an attack accessed t

efEtassree sm..orAgs, a202 3)hese features are on

b

Concl
Thi

c
=)

OO —T0LWw OV DT T T O

T O OO XOXOm®oSOho 3

OO0V T O T TO 0 DO O

0]
-

ern

d t

“TO0O0O0 "~ DO®D FTOY OT - TFTO O 0

l e decentralized code, it is impossible t

Uusi on

earch has |l ooked at decentralized bl ock
nding of the wallets that are used to i
rrencies on the blockchain. For bl ockch
ms such as proof of work or proof of st
kchain, altomgewinddeas stea wdl ipdkeaetre t hese
e state. This research al sam acaked uanat hoc
zed programs called smart contracts th
y. Using the knowledge from bl ockchain
h further | ooked imdkoc haien dwdlfleatesntf

a OO S O

I
r
ned accounts that wuse a mnemonic ph

[
t
t n

Iy w
t t can be used as wallets with greate

e

r

I

[

I

> O 0

types ofl daliwhéetsetsuahdashbkotdeandes
un on, and how i mportant private Kke
oss of alll assets in the wallet. Fu
i on S examinbd ®donhowontl cagy Bamdraosabt|
wall ets, allowing users to have soci al
eatur es, i mproving overal/l security and u

O o0 — T Y TO TS DD ”

~—~ —

NO



Requirements

| ntroducti on

This chapter describes the process of designing
studying similar applications, one can deter mine
the app's requirements.

Requirements gathering

This section ai ms tmo-fgwn dhteirorfallncrta puiarle menrdt s by
applications. Furthermore, personas will be crea
application and their reasons for wusing it. Si mi
find the rnegueiqrueéd eadnd uncti onality of the applic
di agram that can be used as a reference when dev
Similar Applications

Two similar app(Rewadl wnhsa 2R2@pon aita l application,
Wal ([ ni swap, a2®2db)ckchain wallet, wil!l be examini
required to build a payment application. Althoug
many overlapping components and functionality.
Revolut

Revolut is a financial technology company that o
sending money, investing, currency exchange, and
users to transfer monegspecoabl poudefsa|] maki ngmi
Once a user signs up to Revolut, they can add mo
met hods, such as bank transfer, Visa card, and A
username, which they can use to receive payment s
The app has sever@aFiduféeRPeRevehutbemessarelen whe
user can see their account balance and recent pa
can see all their recent activity and payees. CI
transfers and notes with that payee.

From the home screen, a user can add money, wher
money into their Revolut account via sever al pay
user can choose to receive money Vvi aesvelver at ag, f
a unique I D for each user, by QR code or phone n

be sent to a user.

NI



When paying a user, the payeebs name is shown, t
optional note can be sent with the payment. Abov
common transfer valwues, 010, 020, u50, U100, tha

e

Stephen Gordon (@

yo ) "ﬁ d

Figure 2 Revolut research

Advant ages

p Easyusteo.

p Lots of onramps are supported, including banl
payroll

p Free transfers

Di sadvant ages

p The signup p
r

ess is long due to KYC (Know
p Users must ut

c
y on Revol to secure and i ns.i

Uni swap Wall et

Uni swap (Walgluete 3 Uni swaips Wad bettd dieasle acrcyhpt ocur r e
built for the Ethereum blockchain and any EVM (E

bl ockchains. Once a user downl oads the app, they
i mport an existing owaild este euds i pnhgr a shee.i rUminsewa p Wa |
eastypse interface for. cTreatnew walnleawt Gvaldedd phr
and backed up to the user's iClwowgdforomnagew Thies

easy as they dondét have to pay too much attenti o

Uni swap Wall et has functionality that is very si
cryptocurrency from their wallet to another wuser
user's blockchain wallet address or ENS r(embtchyer e u
via QR code, top up their wallet via a Visa deb
buy and sell cryptocurrency assets.

NP



Balance

Figure 3 Uniswap Wallet research

Advant ages

p Easy -lsp gmr ocess.
p The acicounndcured by blockchain technology, wh
p A user can have multiple accounts within the

Di sadvantages

p As thebbppkbhaered, the user experience and te
unfamiliar to new users.
p Not easy to add money from a bank account to

Requirements model l ing

Per sonas

Persona 1
For the app, I designed two puerescn avsa ntto fu rodre rt shtea
n i

applicatio and how they CFegdreoduisserasbnaTheée f
freelance software engineer who needs to transac
the globe. He nelrarsddro pmakmertrosisn a frictionles
manner .

N Z



Jake Harris - Digital Nomad - 30

Freelance Software Developer

Bali, Indonesia

Biography @

Jake Harris is a tech-savvy and adventurous individual who decided to embrace the digital nomad lifestyle. As a
freelance software developer, he values the freedom to work from anywhere in the world with a reliable internet
connection. Jake has been traveling across different countries, working on various projects, and collaborating with
clients from around the globe.

Needs & Goals @ Pain Points &

1. Jake's main goal is to have a fintech 1. Traditional banking solutions and some fintech
payments app that allows him to make apps impose high exchange fees, reducing the
seamless cross-border payments to amount Jake receives after making international
anyone, anywhere, in U.S. dollars. payments. He is looking for a cost-effective

2. As a digital nomad, Jake values the security alternative.
of his money. He wants a fintech app that 2. some payment platforms have complex
employs robust security mecsures while procedures for cross-border transactions,
making internaticnal payments. causing delays and frustrations. Jake requires a

3. Jake is constantly on the move, working straightforward and efficient process to pay
from various locations. He needs a user- people anywhere in dollars.

friendly mobile app that simplifies the
payment process and provides real-time
notifications for each transaction.

Figure 4 Persona 1

Persona 2

The Second persona (Figure 5 Persona 2) is a ser
send remittance payments to her family in a rel

Maria Rodriguez - Remittance Sender

Service Industry Worker
New York, USA

Biography &

Maria Rodriguez is a hardworking individual who has migrated to a more stable country for better economic
opportunities. She works in the service industry and sends a portion of her income back home to support

her family. Her family resides in a country facing high inflation, making it challenging for them to maintain a stable
financial situation. Maria is the primary breadwinner for her family, and she wants a secure and easy-to-use
payments app to send remittances in U.S. dollars, ensuring that her family receives a stable and valuable currency.

Needs & Goals ©&@ Pain Points &

1. Maria's main goal is to send money back 1. Maria has experienced the challenges of sending
home in US. dollars to protect her family money to a country with high inflation, where the
from the impact of high inflation. She wants local currency rapidly loses value. She needs a
a payments app that ensures the value of solution that allows her to send money in a
the remittance remains stable, helping her stable currency like US. dollars.
family meet their financial needs. 2. Some payment platforms have complex

2. Given the nature of remittance transactions, procedures for cross-border transactions,

Maria prioritizes security and reliability. She causing delays and frustrations. Jake requires a
needs a payments app with robust security straightforward and efficient process to pay
measures to safeguard her financial people anywhere in dollars.

information and ensure that the money
reaches her family securely.

Figure 5 Persona 2

l ntervi ews

Revol ut

When choosing interviewees, it was required that
downl oaded and had an account created, as the si

NT



Sever al interviews were conducted to gather infc

app, how they use it and interact with it, and i
interviewees were asked a series of ®ueatsikeans wh
included sending money to a user, checking their
from a user.

The first interviewee was a male in their 30s. E
what they used Revolut for. The interviewee sai
money to their friends.

Task analysi s
They were first asked to transfer money to a uUsSE€E

usability and navigation of the app. After compl
easy. At first, the wuser struggletdeyohtadntdot havs
away from the home screen to another screen. Ho w
the user found the process of sending money very
then asked to view his rtehcee nttr atnrsaancsta cotni owesn tt ot hcrc
found it easy to find recent transactions. One ¢
money from another user. The user said there wer
Revolut I D or theimunus@R ¢odescfamr t he ot her
Usability

The interviewee addressed some usability issues.
interviewee was afraid that they would type the
asked what functionality they used imrtHeda faepp ydr
tab. The user said they rarely used these parts
for paymentp. qgAesolilomwwas asked if they thought
secure. The interviewee saidi mbegshthe googar tiot
the more secure it makes it. However, they stil!l
Al | users expressed their enthusiasm for feature
and highlighted t-hesesahitlerfywcand Heaveyer, t hey g
features were not used, such as t he ilnivfeesst ytlad,. c
Anot her pain point was that if a friend didnodot h
t hem

Uni swap Wall et

Sever al interviewees were asked to download and
Users found the signup flow easlylobtbeveienednf ami
terminol ogy. I ntervi ewees expressed that the sig
t han Revolut as they didnét have to upload proof
does not have the option tockusbhataeashaldl bokbbauns
testing, which required real cryptocurrency asse
users were not asked to send or receive money bu
were asked questions iaebvewrts tstme dUIt.h afth & hieryt drivked
however, it contained features that t h-ey were no
Fungi ble Tokens) related section of the app.
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Funct i

Table 1 Functional requirements table

on al

requi rements

# Functi onal Requirement Pri ol

1 |As a user, | want to be able to sid High

2 |As a user, | want to be able to seq High

3 |As a user, | want totbanabtéei bosseq Hi gh

4 |As a user, | want to be able to sen High

5 |As a user, | want | ow transfer feeg HI gh

9 |[As a user, | want to be able to redq Medi U
10/As a user, | want to be abbdeto redq Medi U
11|{As a wuser, | want to have a custom| Medi U
12|As a user, | want to be able to redq Medi U
13[/An explanation of Dblockchain technqg Low

14/A tutori al on how to use the app Low
15/Anaddress book Low

16|A user can set daily spending | imit Low
171 mpl ement session keys to enable sd Low

18/ The user can change bl ockchain netyvy Low

19/An explanation of Dblockchain technqg Low

20/A tutori al on how to use the app Low

Use Case Diagram

The application has two typedestrubedsinaalUsse ¢
di agfFameélUsee case)diAagirseam can sign up or |l og in
such as Google, Facebook, or GitHub. They can ad
have a balance, they can send money to another u
wall et addr esnnyg, aorQRby odeanmi reci pient can recei\
their updated balance. They can check their prev
view the hashed transaction on the blockchain to

N ®



Add money to account

-
- ———
-
-
-

Send money to user

User A

Receive payment from user A

-
-
-
-
-
- -
- -

Check updated balance

User B

Figure 6 Use case diagram

Feasibility
The following are the technologies to be used ir

p React

p Next JS

p ZerobDev SDK

p Wag mi React Hooks
React wil/l bf er ounsteedn df ofrr atnheewor k t o buil d the wuser
handle user interaction. Next JS wildl be used fc
application. The ZeroDev SDK (Software Devel opme
Account iAodbns,t rcarcetat e the usero6s blockchain accoun
Wa g mi React Hooks wild/l be used to interact with
This (TabIdkeasi bilit)pustd acdegst alhleepossi ble chall en
when developing the app.
Table 3 Feasibility study table

Chall enge Descripti Solution

111
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Many SDKs There are manjJResearch must
i mpl ementing see which SDK
Abstraction. compati BNEXWi |{
PwWAand has goo
documentati on
I nexperience As PWA developSeveral examp
devel opment to me, remsglear (i mpl ement ati o
examples must |shouleax amithced
The PWAhmustthldetermine if
required fawnmachrequired func
as installati
anduppfoarhe Ac
Abstraction S
Ti me This project Use project m
deadlines for|tools to ensu
phase of the deliverabl es
ti me.
Lack of experi{Many otfecthhneol o/ Fol |l owi ng t he
technol ogi es this projedto document aft alolng
megsuch as Nexl{the requireme
Account Abstrdit should be
and BWA i mpl ement the
technol ogi es
Concl usi on
I n this section, both similar applications,
functionality, usability, advant ages, and
what is required to build a paymentosiagpmti Two tilhs
reasons a user might use the application.

personas,

diagram could be

fundwuinechaloname@ qmuomement s
designed.

wer e

di sadyv

gat her ec



Desi gn

| nt roducti on

This chapter outlines the application's design.
requirements section and by studying similar app
structure, and architecture, al ongsywsittehm,i twsi Iwi rbe
devel oped. The design chapter will be used as a
forward in the i mplementation chapter.
Program Design

The program design section aims to describe the
that will be used, along with the application's
architecture, and design, this sectibaorthaerthen
reference.

Why build an app on a bl ockchain

Bl ockchain
commuqiri wen natur e
empowers developers by
sett@st odstad ms, and gl obally
bl ockchain ecosystem.

Mo s t

ecosystem has created a | ot

t ehlors®elnody was | d
but falisen dfl gr
providing

bl ockchaioms car eanadpaerevel oped

the app on top, not
fietag ud eewse | difhérs t

them with audit

accessible platforms
by community de¢
of free public infrea

bl ockchains. This developer ecosgsgteeam hasl creat e
docment ed packages and tools designed to interac
One of the key benefits of blockchains is their
and auditability. This means that wusers can see
happening in each transaction. Thuissertsr anos pbalrienndcly
trust that their money is being stored safely or
compl eted, instilling a sense of trust and secur
Bl ockchain wallets provide a way for-cuséeondgdifab ho
way, meaning that the developers of the app do n
and even if they wanted to, they tmam'ctceass tthe us
wal |l et .

Unl i ke the US financi al sYystemtiwkeineh of bekchast
censor users based on |l ocation. An application b
worl dwi de to participate, regardless of their or
Stabl ecoins, a type of cryptocurrency, allow blo
Stablecoins reduce users' exposure to the vol ati
all ows users in other countrieseuntciees Wbt hhhbidhb
inflation.



Technol ogi es

Frameworks such as React, Next, and Redux wil/|l b
application, asompbdéhemtss}t heoebirmg, and state man
bl ock-bhaked functionality of the application, toc
React Hook s, and Viem wil/| be used to interact v
ReaECReact ,is2®@24)avaScript |library used to build i
component s. It will -dberdusppl toatbiuoh d hdredlf e onh e
handle how the user interacts with it.

Next( N&Sxt ,i 2024 r amewor ks tfaocrk bRuei a cdti nagp pfluilclat i ons.
with React to provide a better development exper
buil ding, hosting, and routiinngouNext nahAmeal Ne xgr d
alowi ng for c¢clean navigation through the applica

RedRedux,i s20a2 49t at e management t ool used i n Rea
devel opers share and update state across compone
named the O0storebdéd. To change the state, Redux wus
updat e Itiheeataipgpon' s st at e.

The Zer oQezver ke vwi [2102b4e) used to i mpl ement ac
will be responsible for creating the user's
transaction fees, and sending transactions t

u
0
t

used to iempsemenkegs, soci al l ogin, and other a

n
C
h
d

Wa g mi ReadtWajamd k s 2 0249gseful Web3 | ibrary for Resc
interact with the Ethereum bl e cekvceh aicno, mpa besxt roapcetri
To provide the application with blockchain funct
with Vitehmer awieob 3 1 i brary, and the ZeroDev SDK.

I n the
that the ap
access n
spported by
they were no
to execute a
React Native

, React Nati ve was chosen instes
tion could be supported natively
device component s. However, a F
t of SDKs. The main problem wher
mpati bl e with React Native as t&h
with differences in pdret sduppor:t
very |little to no documentati on

Several Account Abstraction SDKs, such as Al chen
examined before ZerobDevbds SDK was chosen. Howeve
had very comprehensive-tdaoceudarsthdtoiacd, amde any ac
devel oper ammnnpepdar tAfechker c¢cl oning one of their test
the best SDK.

Structure

React applications are built around the concept
components all ows for changing one section of th
for reusable and organised componenftasl.ddrmhef amppl i
components. React can also have nested component
components into subfolders. Some useful componen
wi || handl e al/l the |l ogin faectsonatbtupt toclktihei

O



or a O0Transferé component, which wil!/l render and
transfer payments from one user to another. Anot
is a folder to store custom hookscodalyasusedan bhe
stored in a hook folder and can be reused acr oss
be created to see if the wuser is |l ogged in and c
show components conditionalolgygebdasiend oorn nwhet her t
Next JS wildl be used as a framework for React toc
much mor e. Next, JS helps withsittde i eepdemengptic
components in React. SSR allows for conpernents t
than on the c¢client si de, creating a faster web a
|l ot of the applicatsiiodne wielnld enreeedd atso tbhee cdleiveincte w
with and make calls to the Iplomck dHeai Mf.orNd>xte Ja$P pv
navigation. Routes can be defined inside the pag
folder with an Aindex.tsxo file. The route wild/l
folder name asFitgheNepxatt hJ Sharnveu) i Mg fAiex amkmpPl e omponen
be used to navigate between the pages. Next al sc

components such as the navbar and footer can be

/ = pages/index.]js

Jabout - pages/about.]js

/blog/hello-wor1d > pages/blog/[slug].js

Figure 7 Next JS routing example

Redux is used for state management within the ap
share data across the components, state manageme
of doing this is prop drilling andncabl paokRsf tinc
one component to another and updated with call ba
| arger applications as it becomes difficult to t
mai ntain. Another way to @&veaciomtmpmxaoep A®PI i priorng died
which acts similar to Redux but is recommended 0
chosen as it creates a centralised global state
devel oper tooling, makid gmarhe rceoldieabbalsee. cl eaner a
I n the root of the application, al/| components v
React Hooks, so the whole application has access

combination with React to read and write data toc

Appl i @aad hiothect ur e

An application af(FecgiGheplt ucatdioagramwas ecture di &
designrheed pt owi t h t he i mplheméntsataipen i glads ®.n, React

used to build the front end on the client side.
will store the global state of the application.
backend to cwlhoekdhdadaion.t hWhen a user submits a tr
ZerobDev wil|l relay the transaction on the user's

n



React ZeroDev Blockchain

e —e
-— -

Client

Provider Ethereum

PWA

!

:

Redux

State Management

Figure 8 Application architecture diagram
Dat abdease gn
Rat her than using a traditional centralised dat a
stored on the blockchain. Wagmi React Hooks, Vie
from the blockchain. These techaotognesbwl hhcbe
ERE2O0 bal ance, transaction history, and receipts

can be used to get the balance of an account on

An example UfFego9bebem§ivielnla bedewvseldop ot he appl i c:
and wil|l be used as reference.
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Address

USD balance
Eth Balance
Transaction History

Contacts

Figure 9 User Schema

Us damrt er fleascieg n

Wi refr ame

After exploring other similar applications and f
required, a basic palPiegud @eorwe ffriadned i pPhwya v trepfd a me s
dr awn.

Balance Balance

i*‘-" o
ot .

Figure 10 Low fidelity wireframes

Then, these prototypes were further dtelverh ogpred i n
work tomaedd@mgddvedi um f i del Jatnydi vditirdeé¢Flirigtdye e
Hi gh fideli)pyotwotepeames

111
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Figure 12 High fidelity wireframes

User fl ow diagram

Auser fl oidgidages am f | oWwad eagirgarmed t o hel p better
how the wuser will interact with the application
experience, reduce user error, and i mprove softw

111
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- Jacr dlcka e ool ogin Use-crestea
- s butica Ppp lsdackye wicus D

Figure 13 User flow diagram

Styguede

The application wil!/ use(Tail wi md T@88&ehdesisga £
framework for React. I't was chosen because it al
build web applications quickly and easily. Tail w
typography, and other useful features.

Typseal e

The typ@Ei gdéaleyep e xdceasliegn awemmom Tai |l wind WSS so th
replicated easily. when coding the app

111
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text-xs
Font Size: 0.75rem | Line Height: Trem text_ 5 X I

Font Size: 3rem | Line Height: 3rem

text-oxl

Font Size: 3.75rem \ Line Height: 3.75rem

text-sm

Font Size: 0.875rem \ Line Height: 1.25rem

text-base

Font Size: Trem | Line Height: 1.5rem

text-7xl

Font Size: 1.125rem | Line Height: 1.75rem

Font Size: 4.5rem | Line Height: 4.5rem

text-xI
Font Size: 1.25rem | Line Height: 1.75rem

text-8xl
text-2xI
Font Size: 1.5rem \ Line Height: Zrem Font Size: 6rem | Line Height: Grem
text-3xl

Font Size: 1.875rem | Line Height: 2.25rem
_——

text-4xl

. . Font Size: 8rem | Line Height: 8rem
Font Size: 2.25rem \ Line Height: 2.5rem o J

Figure 14 Type scale

Fordami |y

NunitoFbgd&eont JYwansi lIchosen as the font. 1t is a
easy to read, open source, and widely supported
includedr and Roboto.

111
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Nunito Sans

Whereas disregard and contempt for human rights have resulted

ABCDEFGHIJKLMN
OPQRSTUVWXYZ
abcdefghijklm
nopqrstuvwxyz
0123456789 &—!

Figure 15 Font family

Col our s

The col oyFi gpadel Der )piamiet dre to the type scal e wa
Tailwind CSS so that it can be replicated easily

Red

Figure 16 Colour palette

Yellow Green Blue Indigo Purple Pink

A darkcobder @Eclgdme xt Cawlasurchrosen for this appl
mode has been a common trend in app design, gain
aesthetic appeal, and reduced eye strain. As par

Gray

OM



colours wildl be used for the background, whil e ¢
main colours chosen are Purple for the primary c
checkboxes, and any other importasmtwa mplhonsean sa s
represents royalty luxury, and also trust and se
which i s essential for a payment application. Al
gradient will also beeusmdnte Wwhghkighsocproaidi
interest in the design. The Tailwind green, red,
and warning colours.
Main color Main gradient
Purple represents Gradient colors will be
royalty and luxury useful for highlighting
sections
Heading text Body text
@ White ® ca
White represents Gray is more
cleanliness, simplicity, comfortable to read
and minimalism than pure black
Figure 17 Text Colours
Concl usi on
This chapter outlines the program and user inter
the technologies used, the structure and archite
design. The program design is cruce adapp oi matvlee as
i mpl ement ation phase. The wuser interface design
app and developing a Ul |library. As the design s
in mind, the design should be easier to impl emen

ON



| mpl ementati on

| nt roducti on
This chapter wildl describe the implementation anr
T React
React is a fswmee cezaddamadcr i pt | ibrary for bui
interfaces based on component s . -pRaegaec,t ncoabn |beeg
or serewnmadrered applications with framewor ks |
T Next JS
Next.js isouarceomwerd devel opment f rbaamseewo rwke bf or
applicati onsi dve trhersckarviemg and static website
T Redux
Redux is a state management | ibrary for Java:
predictable way to manage application state
component s.
M Tail wind
Tail wind CSfSirnnst aCas iflidmewo-d&sit baedpuooivi desg
classes to quickly build responsive and cust ¢
CSS code.
T Viem
Viem is a TypeScript interf dceeveflorstEtthed reesism t
primitives for interacting with Ethereum. Vi ¢
stability, bundl e si ze, and performance.
T Zer oDev SDK
Zerobev is an SDK for developing account abst
Kernel, a smart contract account .
T Aceternity
Aceternity is a library of wuseful animated c
to save time when developing complex animat.i ¢
T Privy
Privy is a library that handles the applicat:i
alongside ZeroDev to create users' accounts 1
T ShadCN
ShadCN is a set of reusable components that ¢
a component | ibrary
T Web3Aut h
Web3Auth is an SDK for creating blockchai W ¢
1T Framer Moti on
Framer Motion is a |library that handles compl
The applicati oonasedapaymekchapplication that all/l

recei ve

money.

(@)
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Scrum Met hodol ogy

The scrum methodology is a popular agile met hodoc
devel opment periods called sprints. Sprints typi
the team adds new functionality ankhei snpromement s
met hodol ogy is normally for teams, it can stil]l
Scrum, solo developers can break their work into

goals for each sprint.

I n my case,wdelchdsweltovwmment sprints during which
developed. At the beginning of each sprint, I pl
i mpl emented. At the end of each spriheat myepr oj e

Devel opment environment

Vi sual Studi o Code waewedopd tche talpepllikRRtticon, as i
plugin ecosystem and syntax highlighting. Plugin

Git Hub Copil ot were used during development.

Git was wused for project version control. GitHub
Chr ome, Firefox, and Brave wer ebruoswesde rt os utpepsotr tt.h e
on i Phone was used to install the PWA on the use

Sprint 1

Go al

I n this sprint, the goal was to gather basic reg
requirements wefiedglaitthygi ®ed i iiggelwi ref r ames wer e ¢
be developed into prototypes to tsheervagppas a refer
Low fidelity wireframes

Basi cf ildoea i ty MMigedeoamés del i fwe rwe r-bEad@mesn paper
to understand the application's |l ayout. Sketches
ideas. These sketches were then further devel ope

Requirements gathering

Some similar applications were studied, and r

€q
These requirements were r ecofriddeedl iatnyd pursoetdo ttyop ed e

u
IS
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Hi gh Fidelity prototype

The Hiiglklity design was desi(@Ened2hingdh pfriodeoltiytpye d
wirefyamés s prototype would then be used to cr ez
reference.

Sprint 2

Go all

I'n this sprint, the goal was to research the fea
After researching, the next goal was to set up t
begin as soon as possible. Anothemg dHdoal awas etr dsc
account would be structured, an application ar ch
all to be used as references when developing con

SDK Research

Before starting to code, knowing what SDK woul d
was i mportant. Sever al packages were examined, b
SDK. Several websites were used during the resea
Abstractiondé Gb yBub/ MAekp308s7 Maofrigan,d 2002 )43 4.3i37
2024)I also joined a telegram group chat for dev

I n the group chati,s | beastk efdowhiimphl e&mM&kKnt i ng Accoun
React {datgiawBeel egram React )Nal i vee®ianeeaptliioens f r om
devel ¢Fpiegrdsei r st Tel pBf @t0Szecminydd Tel éegram tkely
suggestions of which SDKs to use. Initially, thi
research.

s = - O

Hey there, does anyone know a good AA Sdk to work with React
Native?
Thanks! € 6 1940 &

Figure 18 Telegram React Native Question

Ste |
Hey there, does anyone know a good AA Sdk to work with Reac... |

o=
oy |
ZeroDev has been used in a number of React Native applications (.:

Figure 19 First Telegram reply

Partha

Ste
Hey there, does anyone know a good AA Sdk to work with Re...

Etherspot prime sdk has been used in react native as well.

Figure 20 Second Telegram reply

on



React Native Research

I't would have been nice to use React Native to &b
experifemce hPel saos,en. nati ve app | would have acces:
example on i Phone, a React Native app can access
hapti c fteheed bnaactki, @ ed mmamay , ot her features.

After asking developers questions in the Telegr a
the application could be built with React Nati ve
suggested included ZeroDev SDK, Alchemy Account
SIKX.

Recentl vy, a new React Native workfl ow has come f
increases developer experience by making the Reas
build errors specific to each device. vile Exiped t o
but could not find one. |l then tried to clone tFh
devel oped with the intent to be run with Expo. X
Windows emul ators were used to run tbesmangposit
errors and still didnot wor k.

I then joined the company's Discord channel s tha
(Fi g2y question to SDK )hewaltomReraxti Maliisveorsdi ppc
developers did not reply. | shared a screenshot
when running on an Android Emul ator.

Hey anyone know how to fix this error with Account Kit React Native?
Thanks

Figure 21 My question to SDK developers in Discord

However, | found a que
another developer

React Native. The wuser
company's developer re

OoP

abotuutat heudpdb&Ksned

SstHiogn2 e ol apet hber eSpPKnese

wloy ki mg SDK
probl ems wh
reason why

ran i nto
with a

al so
sponded



Regarding the use of the SDK in React Native and the issue with sendUserOperation, some SDKs

are designed for use in a Node.js environment and may not work correctly in a React Native
environment due to differences in the available APIs and modules.

Figure 22 Developers response to another developer about the SDK not working

After some research and attempted i mplementati on
Native example repository, it was proven that th
and Biconomy were not supported with React Nati v
AccdumMbstraction SDKs needed a node execution el

Native is designed to work on multiple devices,
devel opment difficult; this is why an Expo i mpl e
Et herspot was not chosen because, after some res
easy to use, and | would not be |l earning any neyv
so that al/l of the account setup andoml ockchain
developers. The Etherspot SDK would be helpful i
desired for the project. However, |l thought | wo
building -hdvekcd@mplni cati ons by choogihng a differ
As React Native could not be used, Next JS and F
provide a similar user experience. Since a PWA |
Abstraction SDKs should work as intended, as t he
Ul l i brary

A basic Ul I|library was designed in Figma, which
|l ibrary included a typography system, colour pal
design systems, ASudmbas ROl ,, 2wWerde st udied. T
design library wasfitdhehni wupgepgromotmypd.i gh

Di agr ams

The ERD was devel oped Dusaignmga misd iaagdr2sdipe. nseted f | ow
application architecture diagrams were designed
examining similar applications and their struct.u

Project setup
I began by cloning @thempgbatusecNbhyyt mE&e®d doguz4L) ar el

on GiwiHulb several preinstalled packages, includi
The template also had the basic folder structur e
components su-oabft@asn&ad pradyederrordé. |t wsasitchosen
saves devel opment time, ensures the proper insta
the folder stricdet et yAsvamy deeisglyned using the Ta
it was hel pfulaltle dhawmeae ictongdrieggiursetd i n the templ a

Sprint 3

o



Go al

I n this sprint, the goal was to set up basic | og
i mpl ement the payment functionality, and get a u
aim was to be able to have a usetofreg amd flkee¢i
user have the ability to send money on the bl ock
t he Ul

Basic |l ogin functionality

To i mplement basic social l ogin functionality an
correctly, | installed the ZerobDev SDK and Web3a

keys to my environment.

The | ogiFmn g@d®keb 3Aut h | opwians fiumpclteimbernt ed first by

l ogin functi on, which utilises the Web3auth SDK.
account by passing 6googled as a parameter to th
EOA (externally owmed h&cacwent) wallet fo

t login = O =1
try {
console.log('1l ing in");
setlLoading(t WE
t web3authProvider = await web3auth.connectTo(
WALLET_ADAPTERS.OPENLOGIN,
{
loginProvider: ‘google’,
}
)i

if (web3auth.connected) {
console.log('logged in, calling setup’
setUp();
}
} catch (error) {
console.log(error);
}
}s

Figure 23 Web3Auth login function

This signer can then be used with ZeroDevds SDK

known as the O6Kernal d. Once the Web3auth |l ogin f
call ed. The drsieg@ipgeder oDeeovt senopl Fsnatcostom React
that can be called to create the account. Once t

brought to the home page using the Next JS rout e

oT



setUp = y O)=>1
try {
if (web3auth) {
st kernal = await useCreateKernal(web3auth);
setKernal(kernal);
if (kernal.account) {
setLoading(false);
setLoginSuccess(t )5
setReduxKernal();
setTimeout(() =
router.push('/home");
}, 2000);
}
console.log('My account:', kernal.account.address);
}
} catch (error) {
console.log(error);

}
}s

Figure 24 ZeroDev setup function

I n the custom React ho@k gt2hbdt €p ea@u £tso jp hreehddetr nlad
Web3auth provider object is passed theaoa ubedhook
create the Kernal to deploy the userés account t
makes the code much cleaner by separating the fu

oY



‘use client’;
import { IProvider } from '@web3auth/base’;

import RPC from "../web3RPC’;

import createEcdsaKernelAccountClient } from '@zerodev/presets/zerodev’;
import { sepolia } from 'viem/chains';

import Hex } from 'viem';

import privateKeyToAccount } from ‘viem/accounts';

import useDispatch } from 'react-redux';

const useCreateKernal = c (web3auth) => {

const rpc = I RPC(web3auth.provider as IProvider);

const privateKey = await rpc.getPrivateKey();

const signer = privateKeyToAccount( @x${privateKey} as Hex);

st kernelClient = await createEcdsaKernelAccountClient({

chain: sepolia,
projectId: process.env.ZERODEV ID,
signer: signer,

)3

return kernelClient;

I

export default useCreateKernal;

Figure 25 Setup custom react hook

oo



CreafPerasi stent Redux Store

The Redux store is used to store state across th
would be helpful to store the user's account bal
transactions, and ot her hel pfulatiindéorimataosnt o Re o
can be read and updated using the functions O&use
named Redux Persist was chosen to i mplement the
Redux store in the device' sesbeal ot ol ages sbei6E
or has no internet connection, the application's
Each item in the redux store is known as a slice
provider n my ro@Et gRReéeRedotd SI dyaogwtutwrfadped i n the

[
Prov)idaeéhi s

gives every route and component acces

Providers
PersistGate loading={null} persistor={persistor}
WagmiProvider config={config!}
QueryClientProvider client={queryClient}
LayoutGroup
div>{auth}</div

main
style={{
backgroundColor: ‘rgba(l6, 16, 18, 1)°,
3

className="' h-screen w-screen text-gray-300°

{children}
main
LayoutGroup
QueryClientProvider
WagmiProvider
PersistGate
Providers

Figure 26 Root layout wrapped in the Redux Provider

Each
Re du x

Redux

SIl'ice was a TypeScript (Fig@i7kocated i
feat)ures fol der

nM



~ GlobalRedux

~ Features

~ balance
balanc
' contacts
contac

> kemalClient

> login

Figure 27 Redux features folder

Il nside a Redwex dlhiecenitial value of t ItFei gureem i s
28Addres)ys dlhiecea nitial value of the user's addres
set yet. Then the addressSlice is defined, passi
are responsible for updating the sthtewhdme set A
called with the useDispatch hook, the value pass

MN



‘use client’;

import { createSlice, PayloadAction } from '@reduxjs/toolkit’;

interface AddressState {
value: string | undefined;

}

const initialState: AddressState = {

value: r

)5

const addressSlice = createSlice({
name: 'address’,
initialState,
reducers: {
setAddress: (state, action: PayloadAction<string>)
state.value = action.payload;
}s
s
1

export const { setAddress } = addressSlice.actions;
export default addressSlice.reducer;

Figure 28 Address slice

=> {

i gur at

I'n my Reduf@i gt2cReedd x | £t or e ),c owmlf e rgartalt @ oRe d u x
defined and set up, I passed in a conf
|l ocal storage. Then, inside the Redux

|
111

store

[
f

Sto

0
[
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const persistConfig = {
key: 'root’,
storage,

rootReducer = combineReducers<any>({
login: loginReducer,
address: addressReducer,
search: searchReducer,
kernalClient: kernalClientSliceReducer,
transactions: transactionsSliceReducer,
sheet: sheetSliceReducer,
balance: balanceSliceReducer,
pendingTx: pendingTxSliceReducer,
contacts: contactsSliceReducer,

H)F

const persistedReducer = persistReducer(persistConfig, rootReducer);

export const store = configureStore({
reducer: persistedReducer,

I)F

export const persistor = persistStore(store);

export t) AppDispatch = typeof store.dispatch;

Figure 29 Redux store configuration

| mpl ement Payment s

Once a user is logged in, one of the app's core
thi Bunanarmesde NOBF X g B3MMes end Tx )whsncrieanhed and i s re
for all the payment | ogic. The function is calle
the Viem SDK to interact with smart contracts on
ABI (Application Bcnhaoy toteafhbhce)n wmhis case, t
t wo arguments, the payee and the amount of money
earl i er has a met hod named 6sendTransacti onbo6, w h

and the tolked ateémesend the transaction to the I

Once the transfer is complete, the user i'S rout e
transaction receipt

no



encoded: any = encodeFunctionData({

abi: erc20Abi,

functionName:

args: [payee a 0 tr , parseUnits(usdcAmount, 6)],
s
console.log( 'S
setLoading(t

txnHash = await kernal.sendTransaction({

to: usdc,

value: BigInt(@),

data: encoded,

s

console.log('Txn hash:', txnHash);

if (txnHash) {
setLoading(false);
setTransactionStatus(t
setTimeout(() {

dispatch(setSheet(fa
router.push(” /transaction?hash=${txnHash
}, 3000);
}
catch (error) {
console.log(error);

Figure 30 GendTxdfunction

Get a user 6s bal ance
A O6Bal ancedFic@@&ifBesad eemtc e c)wapso ncernetat ed to get a us

which would handle all the |l ogic involved. First
provider for 6éWagmi React Hooksdé6. Wagmi provides
use the 6useBal ahhctedkbdookn Twe pamwmameters: the u
token you want the balance of. The hook returns

in a div to be displayed in the application. Thi
hook, retduatna nrgatthheer t han a di v.

mnn



‘use client';
import { useBalance } from 'wagmi’;

import { RootState } from '../ /GlobalRed
import { useSelector } from 'react-redux';

export default f ti Balance() {
t addressState = useSelector((state: RootState) => state.address.value);

result = useBalance({
address: addressState,
token: 'Ox9439D9AC8a22534E3FaCa9F4e7F2E2cf85d5E4C8",

s

return iv className='text-white'>{result?.data?.formatted

Figure 31 Balance component

Sprint 4

Go al
In this sprint, the goal was to set up the appl
progressive web app, i mpl eme nts esneda rncohnienyg tfoo, r aa Ip

user to generate a QR code based on their addres
QR code.

Rout es

The app has been designed to have several rout es
pages. To make a route in Next JS, a folder is ¢
inside the folder is a file calledusedegoésxt owh
6/ homedé, Next JS will render the O6index.tsxd fi

were designed to be modals and i mplemented as a

all ows for two views to be nrpdrederiad tdiimulatpgpn e d ths
page is rendered in a modal that appears over th
6/ searchoé rout e, it is rendered on top of the ho

requirements for theeappxper i pncei dad a bet@ture
applications.

te group is ¢c
r t

eated to i mplement pa
Then, i n I

r al | el r
he route group, paral I

r
e rout e

ne



folder name. Next JS wuses this convention to mar
and | ets Next JS know that theTheuparahbal dr bateE
structure canFbegd3&eaernalbledlow oqut)e. fol der structur

w1 =i
~ B @auth

~ M {)receive

B pageitsx

~ M {)search

page.tsx
~ M {)send

B pageitsx

» I ()transaction
default.tsx
layout.tsx

Figure 32 Parallel route folder structure

When creating the modal rout es, I revi ewed sever
about creating my own, dMozgllake@®@®@UMHTAMLdDcREAY
custoa®tyles for it. I al s o (chbenasdi|deesrseldl au s2i0n2g4 )He a
component | ibrary for react, which would handl e
I also | ooked Aalto b&Ra 20®2MMponadt | i brary developed
focusing on accessibility.

I decided to goumwit e hpaok agenomdamectredht s packag:
several modals ready to use and already styled,
package uses framer motion to ani mate the modal

To | mpldeemnecotd-a hedge Temzassda,n 2ny2 Hp)r oj ect , I created
named O6SheetlLayout 6. | nsihkeemda B8hkeetbmpoonent shér poma
package are iepoeted. afille Sheet component then r

nz



inside the modal. Then, (Fing@eaMNewt . I Sxémgdgouttha X
SheetlLayout

‘use client’;

import SheetlLayout from ‘@/app/components/Layouts/SheetLayout”;
import { Metadata } from 'next’;

import * as React from 'react’;

export default function ComponentsLayout({
children,

P A

children: React.ReactNode;

HA

return (

SheetLayout>{children}</SheetLayout

Figure 33 Layout.tsx

ayout file is in a folder, t

Il n Next JS, when a |
for using a |l ayout file can be

foldbe. structur e

~ I @auth
[Jreceive
{.Jsearch
{Jsend
{Jtransaction

default.tsx

layout.tsx

Figure34 Layout structure

ThéSheet (RiypQifSsheet Layout)ccoomppooineentdondi ti onal ly r
by a prop named 6i sOpené. The isOpen prop is a b
This allows the sheet to be opened or closed froc

nT



‘use client’;

import { useEffect } from ‘react’;

import { useDispatch, useSelector } from 'react-redux’;

import Sheet, { SheetRef } from 'react-modal-sheet’;

import { setSheet } from '@/GlobalRedux/Features/sheet/sheetSlice’;

't SheetLayout = ({ children }) => {

onst isOpen = useSelector((state) => state.sheet.value);

useEffect(() => {

console.log('Sheet is open:', isOpen);
}, [isOpen]);

const dispatch = useDispatch();

return (

Sheet isOpen={isOpen} onClose={() => dispatch(setSheet(false
Sheet.Container
className="'blurios’
style={{
backgroundColor: ‘rgba(29, 31, 39, 0.8)",
backdropFilter: 'blur(20px) saturate(100%)',
1}
{ }
Sheet.Content>{children}</Sheet.Content
Sheet.Container
Sheet.Backdrop onTap={() => dispatch(setSheet(false))}
Sheet

)s
};

export default SheetlLayout;

Figure 35 SheetLayout component

| mpl ementi ng Progressive Web App Feat

To turn my web app into a progressive-pwald é&dpp, I
6shadowwShkdowwal kefThi 20®@d43 chosen as it had the
and | ots of resources on how to implement it. Hoc
the package had stopped being maintained, and su
woul d | aftcerr pueserd noti fi cations, was not supporte

ny



uppaodate fork of the packagd Semame ¢d,tjwRi0O&BM9hadbfobd
the pwaxdtrepository and added ont o sitti.l IThi s pack
mai ntained and had more exampl es, including an ¢
notifications.

To i mplement the PWA functiodmahi f ¢ &tiFjegwmmepp, I

mani fest)t habncbntained i nformation about the aprg
colour and |Iink to the app's icon. (Flihgedhfe | alter
Next comfoi pef wrapped in th&EhéwcohSegwiksté met hece
providing a path to the service worker. When the
service worker is created in the public folder

no



"name"”: "Payments",
"short_name": "Payments"”,
"theme_color": "#020817",
"background _color": "#020817",
"display"”: "standalone",
"orientation”: "portrait"”,
"scope”: "/",

"start_url”: "/",

"icons™: [

{

mn m

src"”: "icons/icon-144x144.png",
"sizes": "144x144",
"type": "image/png",
"purpose”: "maskable any"
}

1,
"splash pages”: null

Figure 36 manifest.json file

Then, to ensure that Next JS builds ¢tbefiagpf iuleén
(Fi g@iMeext comfsi gurfaiplped in a oOo6withSerwistdéd functdi
the app's service workers.

P M



import withSerwistInit from '

withSerwist = withSerwistInit({
cacheOnFrontEndNa
swSrc: '
swDest:

Hi

{import("next").NextConfig}
nextConfig = {
typescript: {

ignoreBuildErrors:

})
eslint: {

ignoreDuringBuilds:

s
}

export default withSerwist(nextConfig);

Figure 37 Next config file

When building the app, the process failed for a

debugging, it turned out that i f the path to the
the app's PWA features woul d bea blriogkletnhods & oruempdo
my Chrome browser, | eading me to the problem's r
To confirm that the PWA is working, an icon shou
(Fi g@8BeWA installation. iCloinckinngetalhichh ibaon will a
application on your device.

25 payments-lyart.vercel.app/home

Figure 38 PWA installation icon in search bar

| mpl ement Search Address

To i mplement search, a Haya8dPeReae ts tsadddasev avraira balbd
declared in the search page. The payee is an EtHh
typed into an HTML input el ement

PN



const [payee, setPayee] = useState<string>(

);

Figure 39 Payee state variable

Thenput dHiegnel arch addwess |1 npuen for a change
set the payee to whatever the user types.

input
value={payee}

onChange={(e) => setPayee(e.target.value)}
placeholder="'Search an Address'
required

Figure 40 Search address input

Once the user has input an address to send t o, t
where the payee address i s(Fpagddleidn ka st ca kgeandd yp apgaer
can be retrieved in the send page using Next Nayv

o
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Link

href={{
pathname: */send’,
query: { payee: payee },

button className='bg-purple w-full rounded p-4'>Go</button
Link

Figure 41 Link to send page

QR Code Generator

To create a QR code in React, severagrtpaeages w
O0reqrreadddagodhodggrdcc 6dAfter somedrterswianfdg ko wtnt

packageégsga adtbbeadeqrctddego, waG24dound to be the mos
customi sable and best fit for the application. L
customisation of the background i mage, size, col

To i mplement the QR codekFi @4 BeRs tComd eQR owmgpomemdn t
created to handigenalrlati mg QRgéaede The QR code i s

grcddegod package. The i mported component takes |
stated in its documentation. Someeprlhesshapsedf v
QR code, bgCol or for the background, fgColor for
which is the user's address.
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QRCode
eclLevel="H"
quietZone={20}
size={windowWidth}
bgColor="#0c0el800"
fgColor="#a7a3f5"
grStyle="dots’
eyeRadius={8}

{['#ec91d8', '#ec91d8b3', '#ec91d866 ']}
value={"${address} }

Figure 42 QR Code component

One problem with the QR code c oamplooaweemi xwéas viath @ es
instead of a percentage value, so making the QR
har d. If the size was hard coded at a size of 3G
of the QR code would be hiddefnunocfi gdiFEERscr een. |
Code Fungtoooal culyate the device's screen width
mountdaseBffltercdt i on dwcaan d |leedBfeushieztei on i's r un, whi ch
window object to get the screen's width. I then
padding to the QRThodeffliactbentepbpulUX. be turned i
screen width needs to be calculated Il ater in the

PN



er() {
= useSelector(
state.address.value

indow.innerWidth;
Widtk nWidth * 8.1;
lidth - tenPerc creenWidth;
setWindowWidth ( nt);
}

handleResize();

window.addEventListener('r ', handleResize);

return () window.removeEventListener('resize', handleResize);

b [

Figure 43 QR Code Functionality

A little |l ater | then realised that there was a
React hook rather than using the window object

Figdew dt h, rewhich refers to the parent div cont a
t he screehnamgedd,h a use effect hook would run to
The width of the div was then passed into the Q°F

PP



const [windowWidth, setWindowWidth] = useState(®9);

const widthRef = useRef<HTMLDivElement>(null);

useEffect(() => {
if (widthRef.current) {
const width = widthRef.current.offsetWidth;
console.log( 'width', width);
setWindowWidth(width);
}
Y, [Ds

return (
div ref={widthRef}

Figure 44 Width ref

QR Code Scanner

The QR code scanner is implementedgmicammerad packa
(re@wstcanner. A0p2adc)k age -geracloldeedd Omatsmlad so resear che
i mpl ementation did not wor k.

The QR code scanner was hard to implement as App
access the deviceds camera unless the web app i s
domain. As the app was being developedeon a | oca
camera during development. So, every time the sc
be deployed to Vercel and reinstalled on the dev
redeployment takes sever al mi nutes, amdaitionhear e
build process. During(mebjaspgiOSamvalsnd omman hvineg
the camera doesnod6ét wor k, and the device has to &b
St ackOvé6rf Holad Reddi t and found sever al ot her de
Unfortunatel yipDStihs sudugnoshiamg can be done in th
i ssue.

Th&®r Scadcmenp o rfFeinggd 58ER Scanner )dompanpentt ed from th
package and takes in two props: an oO6onDecoded6 fu
camera scans ab MmRe dfodlect itdre i s run. The resul t p
address of the payee's scanned QR code. The resu
send page, and the payee's address is input into

Pz



QrScanner
onDecode={(result) => {
setIsOpen(false);

router.push(’ /send?payee=${result} );

onError={(error) => console.log(error?.message)}

Figure 45 QR Scanner component
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Sprint 5

Go al

In this sprint, the goal was to set up push noti
to use Privy instead of Web3Auth, <chang
t h

e 6Sendd page Ul by adding a Keypad.

provider
clean up

Push Notifications

Al t ho
good
tif

ugh push notifications were not required fo
chall enge, and | would | earn more new techn
no icatOoesebefnfooreintoet i fi cati was bhat OShde@ate
browser doesnét support notifications by defaul't
t he user ntulsed Seof arnit osettings and enable notific
featur esDhisecits omot ideal for thai §XxwEpt he app
re red for Android and PC devices.

qui

To i mpl em
devel oped
bscribe

ent push notification, there are two ma
that users can subscribe to notificatd.i
to notifications and al estsmomgynotifi

(7))
c

had a | ook at several providers for handling s
rst was a decentralised push notification seryv
y to stream and subscribe to puAsrhotntodri fd eravii oe
s OPusher d6-paaeda@dbBcfbpthandling push notifice
go with these services and developed my own a
my application, whi ch ijcuastti omese df eudh chta soinca | ri & cye
sideration was how | would integrate these pu
hooks that | isten for transactions.

h
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n
b

st set wu
ning to
my only
h
h

the webhook using the O0AlI chemy We
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istens for transactionsd associ at ed
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wh_dnf6zvapsvkd2p7t

ETHEREUM ADDRESS

https://payments-

4 | Ethereum Sepolia active backend-01-0651b5f97107.herokuapp.com/ 3 Addresses

alchemyhook

Oxc8C26Ab40fed723519fE66B8dBD625FCO70A982¢

0x2755301e46f824ec3f2584334853a7bc0c4a3f19

0x6b3c5debb67505dfd66f3b3b80d1d24df8da886d

ADD ETHEREUM ADDRESSES

@ AddMore

‘ CANCEL

UPDATE ADDRESSES

Figure 46 Alchemy Webhook dashboard

The Al chemy
They

a

| ong

mi ne,

b
d

| ock
ebug

when
Al che

t

T
p

r
t
[
0
n

T
a

S
a
I

oAdd

he
ost
equ
he
n th
req.
ot i f

o

o O

hi s
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SDK requires a server t o post a user

recommended a Heroku hosted server and gave
wi t h
and

ch
gi
t h

wa
(O JN0)
mo

nd my

oc al

ho

ain
ng,
at
Wi
ss,
tif
om
an

To follow along, Il cloéd kelysi wi ¢ han

then deployed the Express JS server to

u
I

[
t
d

a as

regq
dy.
ati
s h
k f
ney
ser
st

u
e
(0]

a
(0]

Vv
a

a
t
S

I
a

ddress to their dashboard and sent s
he server started to piy ksarpvdarhe Swe,b
er who was entered into the Al chemy
notify my server with the transacti
nd fromAddr ess.

at i dmiRekmanwe d § i fcuan ¢ toindRreared lvees 6t Halnct
e Al chemy Webhook. It is an async fu
a response. When Alchemy posts its w
a request cont ai nisnsg tahlel ttrhaen starcat ni soanc
st, | created a variable named bal an
ent .activity.valued. This and the to
s to a wuser.
d to debug as | had to go through t#h
the transaction detail s. Al so, | W O
ach time | want to ddcsup ildy tthet h rAalncs
r. I n devel opment, debugging would b
d my console; however, Alchemy requi
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notificationReceived = (req, res)
console.log("Notification received!");
console.log(" req?.body?.event?.activity[@]?.toAddress);

console.log("from addr :", req?.body?.event?.activity[@]?.fromAddress);
balance = req.body?.event?.activity[@].value
toAddress =
req?.body?.event?.activity[@]?.toAddress.toLowerCase();
fromAddress = req?.body?.event?.activity[@]?.fromAddress.toLowerCase();

Figure 47 6 atificationReceivedbdfunction

Next, I added an address using an APl connecting
necessary as the application wouldn't scale if |
The function(Foagdddaddd dscksrées)s @akfesniemni annew addr es
to the dashboard as a parameter. It then connect

met hod. My Al chemy APl key is passed into the bo
project to add the addeesasrespoAlsehémy JBIOINI tpr o
address has been added.
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¢ function addAddress(new_address) {
console.log("Adding address:", new_address);
const body = {
webhook_id: "wh_dnf6zvgpsvkd2p7t",
addresses_to_add: [new_address],
addresses_to_remove: [],

t response = await fetch(
"https://dashboard.alchemyapi.io/api/update-webhook-addresses™,
{
method: "PATCH",
body: JSON.stringify(body),
headers: {
"Content-Type": "application/json”,
"X-Alchemy-Token": "2CxWNMpNMB3IeHKVIBROFv-19LQ3LKKQ",

b

t json = await response.json();
console.log("Successfully added address:", json);
} catch (err) {
console.error("Error! Unable to add address:", err);

Figure 48 @ddAddressoéfunction

Then, | used an SDK named 6Web Pushodé6 to i mpl emen
application. Web Push was chosen as it is an ind
devices, including i OS, Androi d, and sever al web
Ssubsertid notifications. When a user subscribes,
push the notification to. I created a subscribe

vari@blg@dBSeubscriptiosn amarohjpéet that has the wuse

2N



const sub = await registration.pushManager.subscribe({
userVisibleOnly: true,

applicationServerKey: base64ToUint8Array(
process.env.NEXT _PUBLIC_WEB_PUSH_PUBLIC_KEY
)s
¥

Figure 49 Subscription variable

Once the user has subscri tre d,bQGechree Btca Bxadiresdd) sfeu roc tf
called to store the user's endpoint in a databas
and post®riegistemyp endpoint, which wil/ add the

nst createUser = asy (sub: any) => {
try {
console.log('g g to create user');
await fetc
"https payments-backend-01-0651b5f97107. herokuapp.com/api/use
{
method: 'POST',
headers: {
‘Content-Type': 'application/json’,
})
body: JSON.stringify({
address: address.tolowerCase(),
subscription: sub,
})J
}
)
} catch (error) {
console.error('Error:’', error);
}
s

Figure 50 @reateUserofunction

Théd egitstrc@Fi gdlder egi st e)id fwmnentyi aser controll er
server. This function handles the post request f
to see if the wuser is already saubbscariibptdi.on fard e
creates a new one o always have the | atest endp

t
address is added to the Al chemy dashboard, and t
using the body of the post request

M
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t register = nc (req, res) => {
console.log(" tering user");
console.log(req.body);

try {

- existingUser = await User.findOne({ address: req.body.address });

if (existingUser) {

await User.findOneAndDelete({ address: req.body.address });

addAddress(req.body.address);

t newUser = new User(req.body);
await newUser.save();

return res.status(201).json(newUser);
} catch (error) {
console.error("Error re tering user:", error);
return res.status(500).json({ error: "Internal server error" });

Figure 51 degisterofunction

Once the user has successfully subscribed, t heir
their subscription object is held in the databas
notifications. When a user receives mohnaety,t htehe F
subscribed user received money and will then pos
JS, |l created a 6routeb6 file that allows you to
a request to this route, p ats sti mgy ijnudther dadianedck
custom message Just before it posts to the clie
endpoint from the database, aBi ¢gbPRSse nrde qqwitridd ctad |

API rg.quest

20



d-01-0651b5f9 : {toAdc

headers: {
"Content-Type": "application/json",

}J
);

console.log("
await fetch("http p ents-lyart.vercel.app/notification”, {
method:
headers
"Content-
}J
body: JSON.stringify({

subscriptio nse.data.subscription,
message: “Hey ) just received $${balance}!
1,
s

console.log("Notification sent!");

)

} catch (error) {
console.error("Error:", error.message);

}

Figure 52 Send notification API request

The O6¢(ouwtbeXeext JS )foltee ifni ltdhe Next IS applicatic
post request with the transfer balance and t he s
message and the subscription from the post reque
set Vapi dDet ai | setmeRthoold . i Onxceet Wup, the O6sendNotif
6webPushd variable can be called. The wuser's sub
the method. Then, once the user receives a payme

2 n



export const nc (req: NextRequest) => {
if (

(o]

%

Iprocess.env.NEXT_PUBLIC_WEB PUSH PUBLIC_KEY ||
Iprocess.env.NEXT_PUBLIC_WEB_PUSH_EMAIL ||
Iprocess.env.NEXT_PUBLIC_WEB_PUSH_PRIVATE_KEY

W Error('Environment variables supplied not sufficient.');

nst { subscription, message } = (await reg.json()) as {
subscription: webPush.PushSubscription;
message: string;

console.log(subscription);
try {

webPush. setVapidDetails(
"mailto:${process.env.NEXT_PUBLIC_WEB_PUSH_EMAIL}",
process.env.NEXT_PUBLIC WEB_PUSH_PUBLIC_KEY,
process.env.NEXT_PUBLIC_WEB_PUSH PRIVATE_KEY
)
const response = await webPush.sendNotification(
subscription,
JSON.stringify({
title: “PWA Payments’,
message: ~${message} ,
b
)
return new NextResponse(response.body, {
status: response.statusCode,
headers: response.headers,
1
catch (err) {
if (err instanceof webPush.WebPushError) {
return new NextResponse(err.body, {
status: err.statusCode,
headers: err.headers,
bs
}

console.log(err);
return new NextResponse('Internal Server Error', {
status: 500,

});

Figure 53 Next JS route file

I n the
server

futur e, the Web Push functional

to consolidate and organise the

2P

t
b

y
a

can be
ckend.



For the database, I chose a MongoDB database as
to set up and host a small dat abase, compared toc
bl oat and requires an 3QL tdceat shaarsee ctod ethea sheo satse d .|
backend, | set up a model f i l(Ei ¢ BbARsedefsicnheesmat he
mod)e!l A user can have a blockchain address to ide

i s required f odra tVdebba sPeu swhas Tthheen hosted on MongoD

const { Schema, model } = require( 'mongoose’)

const userSchema = new Schema({

address: {
type: String,
}s

subscription: {
type: Object,
}s

}, {timestamps: true});

module.exports = model('User', userSchema);

Figure 54 User schema model

To test the notificatfiidlros ,t elstc rseatde ch ga alJ pwadc miop
devi ce. [ hoped to get the script to send a not.i
phone or |l aptop. The scricpt pdsdirdRuwskeNG&tHi fdiseatdiPa
scrcpu)d be run with node and would decl are a se
endpoint to push a notification to. Once this fu

i ng, I could i mplement it on my Heroku EXxp

PAD



Figure 55 &endPushNoatificationbscript

I n the futur e, I plan to add authorisation to tF
endpoints. I also want to add encryption so that
wondt be affect edmalnidc isopuasmmeecdt dory. aAl s o, it woul d

mul tiple subscriptions so a user cMulteéepeéieve not
subscription endpoints would beteasptgh@atcmpl emenr
Ssubscralpjtedcotn i n an arrfalyemnors uhys cEX prtd ossnshackend,
could be sent to each endpoint for each wuser

Privy

During my interim presentation, my supervisor ad
devel oper or developer community to see i f my ap
to the page fir/ ethdevd, a devel opmemt acdkmmthreimt y |
my | ogin implementation from sprint 1 was sSsecur e
i mpl ementation, one user advised me to switch to
handles the authentication f | oiwon nofy olulro cakpeph a iPmr i
key management, and authorisation, and it all ows
Googl e, Apple, and email. Privy also integrated
account abstraction wathensi whitienh&dahdwing the 8
As these two I|libraries are designed to work toge
to follow. As | was familiar with the ZeroDev do
i mpl ementati on, I could go straight to Parivy and
new one. After reading the Privy doonempmpthati on,
(Privy, Pfrriovry , Gi2tORWY and analysed how they i mple
example, however, was for a regular wallet and n
went to another Git-Hduhbh mexkPardpvlye , Birzamyd da2ylaZ 4n)
analysed how they i mplemented an account abstrac
with a Next JS app. Finally, I researched how Pr

changes often must be made.

2T



To i mplement Privy, I first created an account w

key. Next, I went to the root of my application,
application i nFiag®bPBePirviwPRrPowivd.edrddh'i scopmobexder al |l
whol e application access to the Privy context. T

inside the Zer oDev iprpdwimeert aftri om, myasf iPrstvy need:
ZeroDev context to create the account abstractioc

work, it takes my app I D and config as props. Th
config opti orhemnmencll wdiimg nteheh otd s, bl ockchains, a
change that had to be i mplemented in the config

This was necessary for Privy to work with progre

2Y



ZeroDevProvider projectId={'f6375b6f-2205-4fc7-bc87-f03218789b86"}
PrivyProvider
onSuccess={() => {
router.push(’/home");
}}
appId={process.env.NEXT PUBLIC APP_ID as string}
config={{
appearance: {
theme: ‘dark’,
})
defaultChain: sepolia,
loginMethods: ['apple’, 'google', ‘email'],
embeddedWallets: {
createOnlogin: ‘'users-without-wallets"®,
noPromptOnSignature: true,

Fs
}}

Providers
PersistGate loading={null} persistor={persistor}
WagmiProvider config={config!}
QueryClientProvider client={queryClient}

AnimatePresence mode='wait'’
LayoutGroup

div>{auth}</di
div>{drawer}

main
vaul-drawer-wrapper=""
className="h-[100vh] text-gray-300’

{children}
main
className="w-full overflow-hidden’
BottomNavbar
div

LayoutGroup
AnimatePresence
QueryClientProvider
WagmiProvider
PersistGate
Providers
PrivyProvider

Figure 56 'PrivyProvider' context
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Then, [ used Privyods hdPoikg®iilessRPrvygRamatr AAcconndi

to allow a user to |l og in. This hook has a met hga
show a popup on the clientds -soarephjopsompnifhngut
PrivyProvider. Once the | ogin itsi osnucncaemsesdf ul , it
AfonSuccesso that is passed into the PrivyProvide

route the user to the homepage.

const { ready, authenticated, login, zeroDevReady, user } =
usePrivySmartAccount();

Figure 57 'usePrivySmartAccount' hook

A button (Figure 58 Login button) is responsible

Button className='mt-4' disabled={!ready || authenticated} onClick={login}

Login
Button

Figure 58 Login button

When the |l ogin is succ@Esgbw@leys dEfhfaevcet 'a foéwnscetEifd re c

t he user i s)Raeuatchte nhtoiocka ttehdat wat ches for changes
6zeroDevReadyd variables. Once these variables t
aut henticated successfully and the ZeroDev accou

they arnelragedy the user's wallet address from th
Redux store using the dispatch hook.
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useEffect(() => {
if (zeroDevReady && authenticated ) {

dispatch(setAddress(user?.wallet?.address));

router.push('/home");

}
}, [authenticated, zeroDevReady]);

Figure 59 'useEffect' function to check if the user is authenticated

Privy generally improved the |l ogin flow, as | di
anywhere in my application. I't also provided use
account information, and for authorisation.
Sendi $@C U

Because | changed how the account is created and
functionality of how a user would use their bl oc
the user would send money, as t hkeonfturmactti camsa nrgeegu
changed the application to no |l onger use the O0se
As part of the design process, I created a confi
with the amount of money and the payee they were
moved the sending money functionality to.

Whil e reprogramming the sending functionality, I
function into a custom RealEit g BSeekn dn dnseDIC hwsoekS e n O
This would separate the code to make it cleaner
exported sever al met hods and variabl es, i ncludin
a OtransactionStatus6é variabl e t o madkien gs usrtea ttuhse
variable to make sure a |l oading spinner can be s
finally, a transactionHash variable which woul d
det ai | s

The 6sendUsdcd function in the hook first checks
6zeroDevReadyd6 variable, which should return a b
ensure the amount the user want s tt oofs etnhde isse ngdriena
including the 6éencodingd and the édsendTransacti o
i mpl ementati on.

TN



Figure 60 Send USDC hook

Next, on the conf i rémadtdiroens sp aagned, tthhee aprmaoyuenet t o s e
from the se@i gléleaaraonts pamwaimge h are set in the se

_|
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