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Research Goal

| Research Goal

=xploring how hudge theory can be used to influence
sensitive privacy data disclosure behaviour for the benefit
of hyper-personalised products and services in the Fintech
industry.



Background

Privacy Nudge

Empower user privacy-friendly self-disclosure behaviour
(Barev et al., 2021)

. Information : Education, Feedback

. Presentation: Framing, Ordering, Saliency, Structure
. Defaults

. Incentives: Increasing cost, Rewards/Punishment

. Reversibility (error resiliency)

. Timing

O Ol b WDN -

e Overview of nudging dimensions and the relevant hurdles from Acquisti et al. (2009 & 2017).



Background

| Paradox of Privacy

Discripency between privacy concerns and actual privacy disclosure behaviour.
(Norberg et al., 2007, p.100)

'Dual process' model of Heuristics Asymmetry of Information
coghnition
System 1 ('thinking fast') Shortcuts in decision-making Often exists between users and data

System 2 ('thinking slow') (Kahneman, 2003) collectors
(Kahneman, 2003) (Acquisti et al., 2017)



Background

e Payment (including electronic wallets)
e Wealth Management

e Peerto Peer (P2P)

e Crowdfunding

o Capital Market

e Lending

e |nsurances

Big Data Analytics, Cloud Financial
Computln‘g, Regulators and
Cryptocurrency, and Social Ledislature
Media Developers J

Traditional banks,
insurance companies,
Stock Brokerage
Firms, and Venture
Capitalists

| Fintech

Creative innovative technologies used in
financial services and business strategies.
(Lee & Shin, 2018)

Individuals and
Organisations

The five elements of the fintech ecosystem (Lee & Shin, 2018)



Background

| Summary & Research gap

Perception of:

e Trust is a principal factor and the critical el Ll
motivational cue for users considering

disclosing personal data (Kobsa et al., 2006)

External
: the privacy Factors Fase of Use Tru St

disclosure behaviour and trust established
as in other research?
° ° ° ° o RiSk
e Whether individuals perceive privacy
disclosure appreciatively after being nudged to

trust a product/service?

Model of online trust effects by a perceptual experience
of external factors From Corritore et al. (2003)



Research questions & Hypotheses

| Research questions (qualitative)

RQL.

RQ2.

How are users’ attitudes affected by the presence
or absence of privacy nudges in the Fintech
product/service?

How do Interviews with users help to explain any

quantitative differences in trust, subj
Isclosure behaviour whe
ypes with/without privacy nudges?

and privacy d
-Intech proto

ective usabllity

N using the



Research questions & Hypotheses

| Hypotheses (quantitative)

There will be no significant difference (_ ) between the two prototypes,
one with nudge aspects and one without.

H1. H2. H3.

The privacy Level of trust The subjective
disclosure usability
behaviour
H1.1 H1.2
‘Accept all' 'Reject all’
The binary choice task completion Questionnarie: The level of perception of Questionnarie: Usefulness,
of “Aceept all” and “Reject all” credibility and ease of use Satisfaction, Ease of use (USE)

(Corritore et al., 2003) (Lund, 2001 and Gao et al.,2018)



Methodolodgy

| Mixed Methods

The complexity of the problems that must be addressed and
the practical requirement to collect various types of
qualitative data from diverse audiences, combined guantitative
and qualitative methodologies yielded a better understanding
of research challenges than either strategy alone.

Quantitative Questionnaire

Qualitative User Interview

(Creswe I, 2018)



Double Diamond Design process

Definition - Synthesis Phase

 Personas incl. empathy map

+ User journey map

- Storyboard/scenario

- Task analysis

- Job to be done

« How Might We (HMW) statement

Delivery - Implementation Phase

 Final testing: Between-subject testing
* Mixed methods

« Moderated: 3 participants each

« Unmoderated: 20 participants each
* Final result

* Interpritation

+ Limitation

* Ethics
* Future work

Discovery - Research Phase

* Literature Review

+ Desktop Research

« Survey

* Interviews: Experts

* Interview/observation: Users
« Competitor Analysis

Development - Ideation Phase

 Design principles

+ Paper prototypes

- Digital prototypes: mid to high
prototype in Figma

 Guerrilla testing

* Pilot testing

(Design Council, 2019)



- Groups \") DV Compare
Research Design Map ’ . °
scores
I
Group A_1 v Privacy Compare
Moderate with Privacy Nudge Disclosure means
Follow up behaviour
interview
Research Hypothesis Group A 2
Question Unmoderate
Online Compare
Trust Model means
(Corritore et al., 2003)
Group B_1 v
Moderate with No Privacy
Follow up Nudge
interview
USE Compare
(Lund, 2001 and Gao et means
Group B_2 al.,2018)
Unmoderate
Privacy Nudge Presentation Information Default Reversibility Timing Framing Progress bar

(error resiliency) (Colours)

Task 1. Task 2. Task 3. Task 4.
Create an account with Face Sending money - Sync or Receiving notification of a Receiving personalised

ID and consent to personal search contact lists suspicious transaction service from the product and a
information personal data management




Research & Discovery

Research findings

Seamless
(27/29) Service

Audio Purchase
Q18. Data HiStOI‘y

Comportable receiving

personalised 96.6% 65.5%

service
(14/29)

Uncomfortable Comfortable

Survey
(N=29)

Privacy paradox
for personalised
products/

The user's level
of privacy

Fintech usage
pain points and

concern : needs
services

Trust level
Data breach with Ul and
experience seamless

experience

Interview & observation
(N=5)



Research & Discovery

Research findings

High demand
of Hyper- Build trust by

High demand on
personal data
control and
access

Personalisation using motivators

in Banking

Biometric
payment: Mixed Al and
with other Decision making
personal data

Desktop research

(Deloitte, 2020; The Clearing House, 2018; Anthony, 2021)

Overall (privacy)
hudge and various
features in Fintech

apps

Vertical
competitors

(7 categories: 12 apps)

Horizontal

competitors Overall nudge in Data collection in

various apps/ various
(9 categories: 11 products for

nudge / 3 categories: 15 apps PrOdUCtS categories app
for data)

Competitor Analysis

A sample of horizontal competitors



Define

| Persona & JTBD

Jane Daniel
Walsh Santos

== - = -

Occupation Age Occupation Age

Master Student 25 Software developer 32

When: | use the Fintech app When: | use the Fintech app

| want t‘.): create a strqng hacked my accounts which | vyant to: control all my my data to target ads at me in any
credential for the log-in process privacy data

So | can: protect them from makes me very nervous about all So | can: check how it can be way. | would be really, really
hacking of this.” used and protect them from uncomfortable with that.”

third-party



Define

| Scenario



Design & Development

| Task flows



Design & Development

| Design



Design & Development

| Low-fid Prototype



Design & Development

| Mid-fid Prototype



Design & Development

| High-fid Prototype



Design & Development

| High-fid Prototype



Design & Development

| High-fid Prototype



Design & Development

| High-fid Prototype



Design & Development

| MoneyWise app

Screen casting



https://iadt-my.sharepoint.com/:v:/g/personal/erritya_iadt_ie/ETM1UAizEnBNqTNM1Laa32cB65spSsplgp-YWUE6ziXCEw?e=QJAgrZ

Test

| Test set up

Between subject 4 Tasks 4 Open-ended Post-questionnaire Interview
questions Online Trust Model: 19 Q / USE: 30 Q

7-point Likert scale

Moderated

v

y

Millennials and \

Generation-Z : — Unmoderated
previously used the

Fintech application

(Purwantini et. al.,

2020)




Result & Analysis

Validated
Participants
N=41

Quantitative result

Version A
Privacy nudge
N=20inc.3
moderated test

Version B

No privacy
hudge
N=21inc.3
moderated test

Privacy setting ‘On/Off’

Chi-Square analysis (a 2 x 2 table)

TRUSTM (Online Trust Model)

Mann Whitney U (not normally distributed)

Honesty and Expertise correlations

Pearson product-moment correlation coefficient

USE

Mann Whitney U (not normally distributed)

1.1. Accept all: Significant
1.2. Reject all: N/A

*Accept all count = 7.32 / Reject all count = 3.90

No significant
**P - Value: 0.540 /R - Value: 0.06

Positive relationship
***Version A.r = 0.87 / Version B.r = 0.83

No significant
**P - Value: 0.696/ R - Value: 0.09

Cronbach's Alpha (N of items: 7 / TRUSTM_total and USE_total): 0.934 - High internal consistency
* The Chi-square assumption of a minimum count of 5

**The r values are less than .1 (the small impact size) / Significant levels (p) are above .05

*** r value above .05 (Cohen, 1988; Pallant, 2020)



Result & Analysis

Qualitative result

Easy to use, quick Its clearly laid out and
and simple. appears very trustworthy.

- P18 - P6

4 Privacy nudge

| care more what | If many people turn on I'd
want to turn on or off. VS live it on as it must be to
- P1 standard to use.

- P3

Everything needs permission, nothing
automatic, everything driven by user.
- P3

.. User experience

Unclear what the settings were
adjusting. text about tracker was tiny
and low contrast.

- P4

Follow up interview (N = 6) Open-ended questions (N = 41)
(Silverman, 2001)



Result & Analysis

| Null hypotheses validation

H2.

There will be no significant difference in levels of trust

between the two prototypes, one with nudge aspects

and one without.

H1.1 © H3.

There will be no significant Hhere-willbeno-signtheant There will be no significant difference in levels of
difference between the two '

prototypes in the default prototypestr-the-default
setting adjustments in 'Accept settngadiustmentsi—Rejeet
all' in privacy settings. al-privacy-settngs:

subjective usability between the two prototypes, one

with nudge aspects and one without.



Discussion

| Privacy disclosure behaviour

No difference but correct
results cannot be achieved

No validity of the H1 (H1.2) due
to small sample size



Discussion

| Online trust model

No difference in A positive connection The perception of
subscale between honesty and credibility was altered
outcomes expertise (Fogg and Tseng, 1999)



Discussion

| USE
No variation in An easy-to-use, intuitive, Negative responses
perceived USE level and seamless experience In Version A

prototype



Discussion

User Experience

Task 4.
The highest
unfavourable UX
reaction

Task 2.
Aided participants'
engagement
processes

Task 3.
Obstructed the flow



Conclusions

| Conclusions

Privacy disclosure behaviour and trust level

One's prior experience Privacy Nudge

A vibrant interface



Conclusions

| Limitations and Future work /research

s

Test a complete Moderated test for Two distinctive A longitudinal study
online trust Privacy disclosure prototype for the test with a larger sample
model behaviour in Task 4 size
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