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ABSTRACT

The spread of misinformation is of increasing
concern worldwide. Although older adults are
understood to be particularly susceptible to
misinformation, there is little empirical research on
this population within the literature. To address
this, a study was conducted to design and test the
effects of educative nudges on reducing older
adults’ susceptibility to misinformation. This
pictorial illustrates the design process undertaken,
and the final experiment conducted.

AUTHORS KEYWORDS

Misinformation. Older adults. Nudges. Human-
centred design. Design thinking.

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or
distributed for profit or commercial advantage and that copies bear this notice and
the full citation on this page. Copyrights for components of this work owned by
others than the author(s) must be honoured. Abstracting with credit is permitted.
To copy otherwise, or republish, to post on servers or to redistribute lists, requires
prior specific permission and/or a fee. Request permissions from
permissions@acm.org.

INTRODUCTION

Misinformation is defined as information that is not based on empirical evidence or expert opinion,
therefore making it objectively inaccurate and empirically falsifiable [1,2,3,4]. Research has indicated that
people aged over 55 (hereafter referred to as older adults) are less likely to recognise misinformation
online [5]. Despite this, interventions to misinformation have remained heavily focused on younger
audiences [6]. This study aimed to address this gap in the literature by designing an intervention to
reduce older adults’ susceptibility to misinformation. This pictorial documents how the study followed
the 5 stages of the Stanford d.school designing thinking methodology to create a user-centred
intervention for older adults (see Figure 1).
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Figure 1: Stanford d.school designing thinking framework [7].
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MISINFORMATION SUSCEPTIBILITY
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Much of the literature on misinformation is underpinned by the ideal of an therefore important to understand what makes people susceptible to
informed citizen [5]. Indeed, misinformation only becomes a problem when it  misinformation when designing interventions. Factors affecting older adults’

reaches an audience that is not equipped to recognise or reject it [5]. It is

CONFIRMATION BIAS

Tendency to favour
information that confirms

already-held beliefs.

COGNITIVE ABILITY

Those with low cognitive ability @
are less able to critically evaluate
information.
TRUST

Societies worldwide are seeing a
decline in trust in traditional
sources of media.

susceptibility are outlined in Figure 2.

FAMILIARITY

Tendency to believe
(mis)information when it feels
familiar.

DIGITAL ILLITERACY

Less familiar with online
manipulation tactics, like clickbait
and hoaxes.

%

Figure 2: Factors contributing to older adults’
susceptibility to misinformation online [6,8,9,10,
11,12,13].



MEDIA AND INFORMATION LITERACY

Media and information literacy (MIL) refers to the skills and knowledge
individuals need in order to navigate information in a mindful and critical

way [14]. To understand what is the best practice for cross-checking
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LOOK BEYOND

Headlines can be misleading in
order to get clicks. What is the
full story?
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CHECK YOUR BIASES

Are your personal beliefs
affecting your judgement?
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CHECK THE DATE

Fake news stories may contain
timelines that make no sense.
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ASK THE EXPERTS

Consult a fact-checking website.

IS IT SATIRE?

Check if the source is known for

parody, or if the story is just for fun.
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information online, a review of recommended steps was conducted. The most
frequently recommended steps are outlined in Figure 3.

CONSIDER THE SOURCE

Is the story written by a source
you trust with a reputation for
reliability?

COMPARE SOURCES

If other sources are reporting the
same thing, it’s more likely to be
true.

Figure 3: Recommended steps for
cross-checking information [15,16].

3



NUDGES

Researchers emphasise the need for misinformation countermeasures to
educate users on how to critically evaluate information, and how to change
their behaviour when encountering information online {17, 18]. To do this,
many interventions have employed behavioural design techniques such as
nudging, gamification and inoculation [5]. A nudge is “any aspect of the choice
architecture that alters people’s behaviour in a predictable way without
forbidding any option or significantly changing their economic incentive” [19].

EDUCATIVE
NUDGE

Reminder to
consider the source,
with a tip on how to

verify information.
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There are multiple ways to ‘nudge’ users. This study focuses on educative
nudges, which seek to improve critical thinking by enhancing the role of
deliberation and considered judgement [20]. Figure 4 demonstrates the
differences between educative and non-educative nudges. The remainder of
this pictorial demonstrates how a user-centred approach was followed in
order to design an intervention to reduce older adults’ susceptibility to
misinformation.

=

This article is over 3 months old.

NON-
EDUCATIVE
NUDGE

Alert that article is
over 3 months old,
but without an
explanation on how

Continue this can affect the
reliability of the
Go Back ;
article.
L Y,

Figure 4: Educative nudge [20] and non-educative

nudge [21].



1 - EMPATHISE

Following a review of the literature, user research
was conducted. The goal of this phase was to
understand older adults’ news consumption habits
and attitudes. Key findings are outlined below.

Expert Interviews

Older adults tend to be more trusting of
information because they grew up in a
time when the media was highly
regulated.

Doubts were expressed about the
suitability of game-based interventions
for older adults.

&8
.-

Alternatively, one expert expressed how
nudge interventions are “critical” to
protecting people from misinformation.

“Nudging is how people end up . . .
consuming misinformation, so I
think we need to be using the same
techniques to nudge people out of it

@ Expert 3, Co-Ordinator of Media
A Literacy Ireland

Online Survey

84% use multiple sources
to stay informed.

145 responses
(aged 55+).

G ???

Approaches to
fact-checking:
Google & no steps
at all.

49% lack confidence in
their ability to verify
information online.
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Q. What is the most important attribute of a
news source?

Accuracy (43%)

Trustworthiness (22%)

Observations

000
D
5 participants
(aged 61-79).
devices.

® R
Preference for nudge-based

interventions over game-based
interventions.

Preference for tablet

»

“[1 feel] weary and afraid of the Internet.

i

: Female, aged 63.

“T do not have the time or the resources
to be cross-checking information.”

: Male, aged 71.



2 - DEFINE
The goal of this phase was to define the UX

problem at hand. This was done through analysing

insights from user research, and communicating
these through personas and journey maps.

Persona: Brid

“I never doubt
> something to the
=) extent that I think,
‘ I have to check

&f‘ , that.”

01. Confidence in ability to fact-check.

® ®§ O O O O O

al

g

02. Awareness of when to fact-check.

® ® ®§6 O O O O

03. Fearful of the Internet.

® 6 6 6 6 O O

04. Motivation to fact-check.

® ®© @ 6 O O O

As-Is Storyboard

- N
I wonder what’s going

@the world today!

v §

"
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01. Brid decides to read the news on her iPad.

~
/

/

03. However, the article looks professional so
Brid assumes the journalist has done their
research and the information can be trusted.
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Some of this
seems a bit
strange...

-

02. She starts reading an article, but feels a bit
uncertain about some of the claims it is making.

/

4 ™

The experts are saying
there’s no evidence!

\ &y~

04. When Brid tells her husband about the
article, he is suspicious and cross-checks it
online. He tells her it was misleading and can’t
be trusted. Brid is left feeling confused and
frustrated.




3 - IDEATE

This phase involved brainstorming solutions to the
needs and pain points identified in the Define
phase. Sketching helped visualise concepts, while
the To-Be scenario helped guide the design process

[7].

Brainstorming

User quizzed on article
they just read.

Social Proof -view what
other users fact-checked.

reen v T

Austrelia ond
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CHECH Ho’or{ BIASES
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BB ot

Alternative perspectives
at end of article.

Notification informing
user of facts.

To-Be Storyboard

e N

This feels like something
I can actually use!

¢

"
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01. Brid’s co-workers tell her about a news app
called NewsFlash. She downloads it to her iPad.

€D ASK THE EXPERTS

(5 CHECK GOOGLE

03. As she reads an article, she is reminded to
fact-check information. She doesn’t normally
think to check something, so she likes this.
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Don’t forget to
cross-check!

02. As Brid browses the newsfeed, a prompt
reminds her to look beyond the headlines. She
was unaware this was important, so appreciates
this.

4 N

® Tip:

Is the information
being reported
anywhere else?

04. Brid doesn’t know how to fact-check, but
NewsFlash explains how to determine if
information is reliable. Brid feels more
confident when reading the news now.



4 - PROTOTYPE/ LOW-FI

Paper prototypes were created with the goal of
exploring solutions to user problems identified in
the first 3 phases [7]. This phase involved testing
and iterating in quick succession to facilitate the
rapid exploration of ideas. Feedback from guerilla
testing is outlined below.

Task: Fact-check information in this article using
Google.

Suggested keywords: “Love this, but
I'd like if there were suggested
search terms to help me know what
to search”

Task:

Browse the newsfeed.
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o COPRE Wi
L WHAT OTHER SOoURces ARE SAYING v

O /-

The Ruckesr

Selecting article: “I didn’t realise I
can click into articles by tapping the
headline. That’s not obvious, there
should be a ‘Read’ button”

Other sources: “| like this, but it's
not obvious it's a dropdown
button.”
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Task: Read an article.
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Other perspectives: “This should be
after reading the article. I won’t just
swipe across half-way through
reading the article”

Fact-check: “Would be nice if I can
search things as I read and fact-check
them.




4 - PROTOTYPE/ MID-FI

Feedback from testing guided the design of a mid-
fidelity prototype created in Figma. This was
guerrila tested with 3 users, with the goal of
understanding how they interacted with the re-
design.

Task: go through the onboarding.

—9

"\
User is confused by walkthrough
onboarding. Tries to click in and read the

article, rather than select ‘next’ to
continue onboarding tour.
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Task: browse the newsfeed.

attention to it”

@ % “This feels like an ad, I wouldn’t pay

@ % “What does ‘Reflect’ mean? I wouldn’t

know what to expect from clicking that”

Task: browse the newsfeed.

dropdowns.

User does not realise that these are ]F @

—

“It’s not necessary to have ‘Other a
Views’ here, I can already view other [ g
sources in the newsfeed and at the > @

end of the article”




4 - PROTOTYPE/ HIGH-FI

Feedback from testing informed the final design of two high-fidelity
prototypes. Two news applications for an iPad device were designed using
Figma. The prototypes featured articles from multiple news sources, and
included features which allow users to fact-check from within the app, such
as: searching Google, viewing how professional fact-checkers rated the
accuracy of information, and the ability to compare perspectives from
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from multiple sources. Group A contained educative nudges, and Group B did
not (Figure 5). A design system helped main consistency across the prototypes
(p.11). Accessibility was a key consideration when creating the design system,
as this helped ensure older adults could navigate and understand the
prototypes [22].

Educative nudge

Treatment prototype (Group A)
contained educative nudges, such as
tips on how how to determine whether

or not information is reliable.

No educative nudge

Control prototype (Group B) contains
no educative nudges. For example, users
can use the fact-checking features but
do not get additional information on
how to determine if information is

reliable.

Figure 5: Example screens showing the difference
between the treatment and control prototypes.
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DESIGN SYSTEM

Tone of Voice

Casual o Formal
Humorous o Serious
Enthusastic @ Direct
Typography

Sans-serif font for higher readability [1].

Headline: Avenir 24px
Body: Poppins 16px

Illustrations

Buttons

Cards

READ >

READ >

@ ASK THE EXPERTS

Don’t Forget to
Cross-Check!

® Check Google: See if the same information is
being reported anywhere else.

® Ask the Experts: See how fact-checking services
rated the reliability of information you read.

OKAY

Q)

Colours
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Web contrast accessiblity requires an AAA grade

of at least 4.5:1 [22].

6.56:1

AAA GRADE

#8332C2
#FFFFFF

9.05:1
AAA GRADE

#314A6A
#FFFFFF

12.58:1

AAA GRADE

#353331
#FFFFFF

10.2:1
AAA GRADE

#ECEF0
#353331

10.49:1

AAA GRADE

#FFE5DE
#353331

11:1
AAA GRADE

#DCF646
#353331
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5 - TEST & RESULTS

The final prototypes were tested in a between-subjects experiment with 51
participants. The independent variables were the presence of educative
nudges, and participants were randomly assigned Group A (prototype with
educative nudges) or Group B (prototype without educative nudges). The
Misinformation Susceptibility Test measured participants’ susceptibility to
misinformation before and after the intervention [23]. To ensure consistency,
participants were given the same tasks (see Figure 6). The study found that the

Task 01 @
Go through the
onboarding
Task 02 @
Browse the
newsfeed
Aim of Task

@ Familiarise user with prototype.
@ Expose Group A to educative nudge.

@ Encourage user to cross-check.

Task 03 @ @

Read article
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educative nudges improved older adults’ ability to detect fake news, but had
no effect on their ability to detect reals news or distinguish between real and
fake news. These findings indicate that an educative intervention increases
older adults’ skepticism of fake news, without increasing their distrust of
news in general (hyper skepticism) [23]. These results are a starting point for
further research both on older adults’ susceptibility, and on educative nudges
as a countermeasure to misinformation.

Task05 @ @

Decide if you want to
discover more about the
reliability of a story

Task04 @ @

Read the push
notification & decide if
you want to learn more

Figure 6: Tasks given to participants during the
final experiment. The colour codes indicate the aim
of each task.
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CONCLUSION

This pictorial contributions to the literature on
misinformation susceptibility by designing and
testing an intervention for older adults. Findings
from a between-subjects experiment indicate that
educative nudges are a promising strand of
research, in that they were found to improve older
adults’ ability to detect fake news.

Limitations and future work

Participants exposed to the educative nudges
performed better at identifying fake news than
those exposed to the control prototype. However,
the MIST scales used to measure the effect of the
nudges were below the recommended reliability
level [23, 24]. The results therefore cannot be
considered entirely reliable.

The final experiment used the testing software,
Maze. Participants with smaller screens struggled
to see aspects of the prototypes, and upon
contacting Maze’s support services it was
discovered that Maze is not compatible with tablet
prototypes. It is possible that this impacted the
results, as participants’ judgements of Maze may
have affected their judgement of the prototypes.

Finally, there are different ways to ‘nudge’ people
in behavioural design. Prior research indicates that
accuracy nudges may be effective in reducing
misinformation susceptibility. Future work that
compares the effects of educative nudges with
other nudges, like accuracy, on misinformation
susceptibility is encouraged.
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